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EXTRACT OF CHAPTER 2 – APPENDIX A

STAGES OF THE 
INFORMATION VALUE 
ASSESSMENT PROCESS
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Identify o�cial information

Using the VPDSF BIL table1, assess the potential consequences resulting from a 
compromise to the confidentiality, integrity and/or availability of the information

Identify the highest consequences from the VPDSF BIL table, selecting the 
impact levels relating to a compromise of the confidentiality, integrity and 
availability of the information

If the secondary, layered assessment arrives at a higher impact level than the 
one identified under the initial confidentiality assessment, additional security 
measures may need to be applied. 

Additional security measures can take the form of ICT, Personnel and/or 
Physical security controls to further protect the information from a compromise 
of its integrity and/or availability.

Security Classification | Dissemination Limiting Marker (DLM) | Caveats

Determine if the information requires a protective marking

Confidentiality Integrity & Availability
Apply security measures based on 
the overall value of the information

Organisations must also 
consider if disclosure of this 
information is limited or 
prohibited by legislation, or 
where special handling is 
required and dissemination of 
the information needs to be 
controlled. If so, the relevant 
DLM will need to be applied.

The secondary assessment 
(Integrity & Availability) does 
not adjust the outcome of 
the initial confidentiality 
assessment. The protective 
marking remains the same.
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PERFORMING AN INFORMATION VALUE ASSESSMENT

IDENTIFY 
OFFICIAL 
INFORMATION

CONSIDER
IMPACTS

COMPROMISE TO
CONFIDENTIALITY

COMPROMISE 
TO INTEGRITY 
& AVAILABLITY

OVERALL
VALUE

NEGLIGIBLE EXTREMEVERY HIGHHIGHLOW – MEDIUM

UNCLASSIFIED
(No DLM)

PUBLIC DOMAIN
(If authorised for 

limited public release)

SECRETCONFIDENTIALPROTECTEDUNCLASSIFIED
(Bearing a DLM)

1 Refer to Chapter 2 (Understanding Information Value), Chapter 2 – Appendix B (VPDSF BIL table) of this security collection for 
more information


