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BUSINESS APPLICATION DECOMMISSIONING PROCEDURE
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1. [bookmark: _Toc356283096][bookmark: _Toc365866033][bookmark: _Toc378045016][bookmark: _Toc396532036][bookmark: _Toc396537857][bookmark: _Toc474658706][bookmark: _Toc268601487][bookmark: _Toc458167776]PURPOSE
The purpose of this document is to:
· Specify the processes, procedures and templates to be used for assessing business applications, with a view to decommissioning those applications which meet certain criteria.
· [bookmark: _Toc161028416][bookmark: _Toc161028417][bookmark: _Toc161028418][bookmark: _Toc161028419][bookmark: _Toc161028420][bookmark: _Toc161028421][bookmark: _Toc161028422][bookmark: _Toc161028423][bookmark: _Toc161028424][bookmark: _Toc161028425][bookmark: _Toc161028426][bookmark: _Toc161028427][bookmark: _Toc161028428][bookmark: _Toc161028429][bookmark: _Toc161028430][bookmark: _Toc161028431][bookmark: _Toc161028432][bookmark: _Toc161028433][bookmark: _Toc161028434][bookmark: _Toc161028435][bookmark: _Toc147139936][bookmark: _Toc147139937][bookmark: _Toc147139938][bookmark: _Toc147139945][bookmark: _Toc147139946]Inform and direct application managers, project managers, business analysts and others involved, of the activities that are required to fully decommission an application. 
2. [bookmark: _Toc267470887][bookmark: _Toc268601494][bookmark: _Toc268601503][bookmark: _Toc458167777]SCOPE
[bookmark: _Toc148274052][bookmark: _Toc268601506]The scope of this document is to provide the application Owners and applications decommissioning projects across an agency with the necessary tools (processes, procedures and templates) to allow them to successfully decommission applications.
Decommissioning, for the purpose of this process, is defined by the following criteria:
· The application is no longer in service / providing business functions
· References to the application , as a live system or product, has been removed from all business  systems
· All interfacing systems have been remediated so as to properly function without the decommissioned application
· All requirements with regard to record retention and availability of historical records have been fulfilled,
· All costs related to the application have ceased
· All contractual obligations related to the application have been removed
· All hardware (and other infrastructure) has been release
· All stakeholders have been notified that the application is decommissioned
· The application is marked as retired in the business application decommissioning register.
3. [bookmark: _Toc162929828][bookmark: _Toc268601518][bookmark: _Toc458167778]APPLICATION DECOMMISSIONING PROCESS
[bookmark: _Toc458167779]3.1 Process usage
This process covers activities which commonly may be required in decommissioning an application. Similarly, it is likely that all activities do not need to be performed in many cases as the need is determined by attributes of the application being decommissioned; this should be assessed with stakeholders, guided by the planning checklist, and used as the basis for the project scope.
[bookmark: _Toc268601519][bookmark: _Toc458167780]3.2 Overview
The decommissioning process involves three phases:
1. Applications Analysis – in this phase, applications are reviewed and analysed, to 
· Determine whether the application can be decommissioned immediately
· Determine whether the application can be decommissioned at a future date, once certain criteria and dependencies have been met
· Collect basic information required to initiate the decommissioning process
· Obtain key stakeholder agreement regarding the progression of the decommissioning process
2. Solution Definition (SD) – this phase, for an application that can be decommissioned, marks the commencement of a project to decommission that application.  Solution Definition phase is required to analyse the application and to:
· Re-confirm feasibility of decommissioning an application in consultation with the application manager and business owner
· Assess the impacts of decommissioning the application and the scope of work required to achieve this.
· A formal Impact Assessment (IA) should be prepared, wherever significant system impacts are expected.
· Agree the scope of work (based on Decommissioning Planning checklist) with Application manager and the Decommissioning Program
· Agree archiving scope with the Records Manager (in accordance with the guideline)
· Produce a plan and schedule for the decommissioning project
       External vendors may provide input to these documents.
3. Design & Build / Solution Implementation (D&B / SI) – in this is the phase, once applications which have been given the Go decision, Application decommissioning activities are performed.  This includes:
· Facilitating cessation of business use of the application
· Taking the application out of service, once business approval is obtained
· Performing data and source code archiving as required
· Developing retrieval solution for archived data, if required
· Removing application and related files and data from all environments (including backups)
· Removing application from all Operational Support Systems 
· Ceasing licensing and maintenance contracts
· Retrieving hardware used by the applications
[bookmark: _Toc474658716][bookmark: _Toc268601520][bookmark: _Toc458167781]3.3 Applications Analysis Process
For each application, identify the conditions which must be met in order to decommissioning the application, collect basic application information (including cost savings resulting from decommission) and provide initial planning information (timing and cost) as input to decommissioning annual program of work.
[bookmark: _Toc161028450][bookmark: _Toc161028452][bookmark: _Toc268601545][bookmark: _Toc268601549][bookmark: _Toc268601551][bookmark: _Toc161028454][bookmark: _Toc161028457]Outcome: Each application will be assigned a ‘RETIRED’ status, decommissioning date and decommissioning authorisation in the business application decommissioning register. 
· [bookmark: _Toc268601555]Ensure application is registered in the business application decommissioning register.
· Perform Analysis of Applications
In this phase, an application is analysed to determine the basic application information, the dependencies to allow decommissioning, the impacts onto interfacing applications etc and to gain approval for the proposed decommissioning approach.
The following should be considered as a minimum:
· Clear recommendation made, with full justification for that recommendation
· Application Business Functions included
· Costs provided
· [bookmark: _Toc148239327][bookmark: _Toc148274067]Approvals obtained from Business Owner 
· Server ID/Host Name of the machine(s) on which the application resides. Development, Test and Production servers should be included.
· Name of Vendor/IT Service Provider
· Contract Service Agreements (CSAs)

[bookmark: _Toc161028461][bookmark: _Toc268601557][bookmark: _Toc458167782]
3.4 Decommissioning – Solution Definition
[bookmark: _Toc147139962]Regardless of the size and complexity of the application the entry criteria to commence the Decommissioning phase are:
· Decision has been made to proceed with the decommissioning of the application 
· [bookmark: _Toc268601559][bookmark: _Toc161028464]The application is indicated as ‘in scope ‘ for decommissioning according to the current FY decommissioning program plan.
· The following is an outline of the solution definition processes:
· Re-confirm decommissioning intent and timing
· Determine Decommissioning scope
· Determine Archiving Scope
· Produce high-level project plan
· Send early notification of application decommissioning 
· Complete Impact Assessment (if required)
· Prepare Archiving Strategy (if required)
[bookmark: _Toc161028467]The application must be analysed to determine which data and other records are required to be retained in order to comply with an agency’s legal and regulatory requirements. Approval for the archiving scope must be gained from the Records Manager through the completion of the business application decommissioning register.  
· [bookmark: _Toc268601574]Complete Impact Assessment: The impact assessment (Requirements and Detailed Analysis) needs to consider the impact of this decommissioning on the business, its surrounding technical environment and also the archiving requirements for an application.
Some key considerations to be made are:
· Impact to existing applications and technology
· Decommissioning interfaces
· Other functional impacts to related applications
· Opportunities for technology exit
· Migration plan for business and it functions along with its data to other applications, if required
· Identification of alarming, and action required to disable
· Identification of back-up method, and actions required to disable and remove existing back-ups
· Ceasing user access and application processing
· Infrastructure and related support elements, that is, network, storage, platform, licenses, software, etc.
· Identification
· Whether it is dedicated or shared
· Opportunities to maximise decommissioning scope, early exits etc
· Archiving and retrieval requirements
· These must be met in order to satisfy an ageny’s legal, regulatory and essential business needs, and ensure that the entry criteria for the archiving facility are met.
[bookmark: _Toc268601575]The impact assessment must document all the required activities to be completed in order to decommission the application as well as the proposed strategy for archiving application data and source code as per the approved archiving scope, and includes timing and cost impacts.
Prepare archiving strategy: 
· Determine whether an Archiving Strategy is required. Resp: Records Manager
[bookmark: _Toc268601579][bookmark: _Toc458167783]3.5 Decommissioning – Design & Build / Solution Implementation
For this Design & Build / Solution Implementation (D&B / SI) phase, the solution is to remove an application from the production environment, as opposed to construct an application (as Design & Build suggests).  
· [bookmark: _Toc147139980]Committed plans are in place for any functional or data migrations, and are consistent with the expected decommissioning schedule
· [bookmark: _Toc148239348][bookmark: _Toc148274088]The Programme Manager has confirmed that funding is available for the decommissioning project.
· The following is an outline of the Design & Build / Solution Implementation process:
· Send Formal Notice to IT Service Provider
· Develop Archiving and Retrieval Solution
· Cease business use of the application
· Remove General System Access 
· Decommission/Remediate interfaces
· Disable alarming
· Cease application operation
· Archive Data and Source Code
· Migrate Retrieval solution
· Archive Application Documentation
· Obtain Approval for Archiving Activities
· Deploy Archiving and Retrieval Solution
· Remove Application from all environments
· Remove Application from Operational Support Systems
· Revoke Robot IDs
· Perform Hardware and Software Retrieval (Removal)
· Terminate licences and support contracts
· Terminate (or Update) ND SoW
· Complete Record Destruction Form 
· Update the business application decommission register and identify the business application as  ‘Retired’ status
· Advise Stakeholders of Completion of Application Decommissioning
[bookmark: _Toc147139984][bookmark: _Toc147139985][bookmark: _Toc162929851][bookmark: _Toc162929852][bookmark: _Toc396532044][bookmark: _Toc396537865][bookmark: _Toc474658722][bookmark: _Toc268601790][bookmark: _Toc458167784]4. DOCUMENT CONTROL SHEET
Contact for Enquiries and Proposed Changes
If you have any questions regarding this document contact:
	[bookmark: _GoBack]Name:
	

	Designation:
	

	Phone:
	

	Doc #
	Issue Date
	Nature of Amendment
	Author

	
	
	
	Simon Soh

	
	
	
	





[bookmark: _Toc458167785]5. REFERENCES
Victorian Auditor-General’s Report, Financial Systems Controls Report: Information Technology 2014–15, October 2015, www.audit.vic.gov.au/publications/20151007-Financial-Systems-IT/20151007-Financial-Systems-IT.pdf (viewed November 2015)
Queensland Government Chief Information Office, Queensland Government ICT Audit, October 2012,www.parliament.qld.gov.au/documents/tableOffice/TabledPapers/2013/5413T2865.pdf(viewed November 2015)
IBM, Application Decommissioning: How to help our clients to reduce cost and complexity, March 2013 (viewed November 2015)
Queensland State Archives' resources and guidelines to assist in managing recordkeeping obligations associated with the decommissioning of business systems (viewed May 2016)
Californian Government Office of Systems Integration Best Practices resources on system decommission (viewed May 2016)

TELSTRA CORPORATION LIMITED (ABN 33 051 775 556) | PRINTED: 08/12/14
Final | Telstra Internal | TAF0001-148244 A.00207045 Applications Decommissioning Process TAF0001-148244.doc
	Page 9 of 9

image2.jpg
eassure

INFORMATION INNOVATION




